


Executive summary

In the past 10 years, amazing advances in technology
and automation have presented great opportunities for
organizations to innovate and realize efficiencies. Yet, as
technological capabilities expand, so too do regulatory
expectations, including what compliance programs
should be. Today’s Chief Compliance Officers (CCOs)

are expected to have certain data and analytics (D&A)
available at their fingertips from across the enterprise, to
recognize and question potential indicia or red flags that
are visible in the data and also to utilize D&A to refine
and focus their compliance efforts in a more risk-based
manner. Recent Department of Justice (DOJ) guidance
issued for fraud and compliance programs and the
recent regulatory enforcement actions make clear that
foundationally, regulators expect more. Proactive planning
is needed today.

The question is, can your organization meet these
heightened demands for compliance D&A? And how can
you help your organization to prepare to meet regulatory
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expectations today and into the future. This paper sets
forth five key areas that CCOs can utilize as they chart a
course for more robust, and predictive, D&A capabilities.
This includes:

1 Evaluating your compliance program data needs;
2. Assessing the data quality;

3. Sharing compliance data across the three lines of
defense;

4. Integrating and automating data analytics for greater
compliance insights;

5. Crafting predictive analytics that your organization needs.

The viewpoints presented in the following pages leverage
the experience and insights of KPMG LLP’s (KPMG)
compliance professionals and our top-rated D&A practice,
which Forrester ranked as the leading provider in the
insights services market.!
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When it comes to data analytics, there is a wide variation processes, to automation, to technology and more, as
of where organizations sit on KPMG’s overall compliance depicted in the sample chart of maturations below.
maturity model. This involves many components from

Enterprise-wide compliance program assessment — Maturity model

3 4

Technology and data analytics

Lack of technology to Ad hoc implementation Consistent Automated CMS Fully automated

carry out analytics; of automated CMS implementation of processes used CMS with integrated

manual Compliance processes; manual automated CMS process, enterprise-wide and GRC technology;

Management processes largely exist; but processes are not customized; some compliance data,

Systems (CMS) limited analytics that are sufficiently used for proactive analytics are systems and

processes inconsistently performed prevention, detection, developed; generally data tools that support
response or reporting validation is undertaken advanced predictive
of compliance risks; with some gaps or analytics; system
select qualitative and integrity issues identified validation issues or
quantitative analytics; no gaps in data flows
system validations

A compliance data analytics assessment and consideration  For example, enhancing compliance data analytics typically
of the overall maturity model can help compliance leaders requires changes to the technology infrastructure, and

recognize the current state of their capabilities versus could impact the risk assessment, monitoring and testing
where they would ideally like to be in a future state. The efforts, governance and other compliance program
maturation model can also assist compliance leaders components. This also means continuously monitoring the
in pinpointing steps they need to take in the future. analytics utilized in order to ensure the analytics remain
Compliance leaders should have a firm understanding calibrated to risk changes and trends, as well as to update
of what targeted future state they want, the investment and invest in further analytics as the organization’s risk
required to achieve it, and the projected impact on the profile or tolerance changes. This is part of an effective
organization’s compliance. compliance journey.

Further, as compliance leaders look to enhance the data
analytics they use to boost their compliance efforts, they
should also look across their entire compliance program
framework and assess additional enhancements needed
for program alignment. This includes considering the
connections between each of the components of the
compliance program framework.
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Making the
next move

It is clear that in today’s compliance environment, data
analytics is an essential ingredient in an organization’s
ability to understand its compliance program effectiveness,
to proactively respond to compliance trends and also to
reactively identify and evaluate root causes of wrong-doing.
Given the growing importance of data and data analytics

to a compliance program, it is no surprise that compliance
leaders frequently identify data analytics as a priority
investment for their organizations in 2017 and 2018.

As a magnitude of possibilities emerges in data analytics
capabilities, often supported by digital labor (machine
learning), compliance leaders should strategically assess—
in conjunction with other stakeholders—how to best
expand their use of data analytics that support their
compliance program and enable them to better evaluate
their effectiveness and trending risks. The value of investing

in the right data analytics today cannot be overstated.
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Harnessing data and analytics to transform compliance
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