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Brand reputation is hard won and easily lost and few would deny its
importance. Protecting that reputation from undue third party risk is one
of the key drivers behind due diligence reports being a standard tool for
compliance officers to identify indications of corruption, fraud or other
illicit activity among individuals and entities with whom they have (or
expect to have) significant direct business dealings.



THE REQUIREMENT FOR
CYBER DUE DILIGENCE

In contrast to the well-defined
risks associated with anti-bribery
and corruption (for example),
cyberrisk is broader and
oftentimes less obvious. While
boards and senior executives are
trying to understand the risk to
their own data and networks and
ensure corporate compliance with
arange of regulations affecting
different industries, assessing
the risk from third parties has
regularly been ignored by all

but the most forward-facing
firms. Cybersecurity incidents
arising from external or internal
attackers can affect the
confidentiality, availability and
integrity of data, lead to legal and
regulatory penalties, and result in
significant reputational damage.



can the organization provide to
prove it has taken steps to try and
identify security issues?

= Has that organization previously
reported any cybersecurity issues
and if so, which parts of the
business has it concerned, what
data was lost and what was
the impact?

= Have other companies in the
same sector with a similar
risk profile been targeted and/
or compromised? If yes, what
makes the organization under
review different?

THE CHALLENGE AS



and ensuring all of the geographies
in which the target organization
operates are covered. Some data
breaches or attacks will only

be covered in specialist press.
Others, for example in the case of
a disgruntled employee stealing



Dow Jones Risk and Compliance is a global provider of risk management
and regulatory compliance solutions. With a global team of expert
researchers covering more than 60 languages, we deliver enriched
risk data, investigative research tools and outsourced services to
organizations around the world. Our market-leading data solutions
help companies navigate Anti-Money Laundering, Anti-Bribery and
Corruption, Economic Sanctions, Third Party Due Diligence, and
Commercial Risk operations. Providing compliance professionals
with flexible delivery options and a professional services offering, our
compliance solutions empower fast and informed decision-making -
without compromising on coverage.

For more information,
visit www.dowjones.com/risk
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